§-,.>
=
O

9

1

ri

APPLICATION NOTE

Troubleshooting for Network Issues

1. Introduction

RFID readers from FEIG ELECTRONIC GmbH with
Ethernet interface (LAN interface) will be delivered
with a default IP setting. During the connection pro-
cess of the RFID readers in junction with your

Standard-Network setting for
RFID-Readers from FEIG

o _ ) ) IP-Address: 192.168.10.10
PC/Notebook it might be possible that you will runin | gypnetmask 255.255.0.0
some connection issues. On the following pages this Port: 10001
document will help you to resolve network connec- | DHCP: Off

tion issues.

2. Point to Point Connection

For a properly working direct Ethernet connection between the RFID reader and your
PC/Notebook it is recommended to consider the following hints:

a) For a direct connection we recommend to use a Crossover-Network cable or using a
simple LAN-Switch.

b) The Firewall might be also responsible for a non working detection/communication be-
tween RFID Reader and your PC/Notebook. So you must to take care that for the De-
tection/Communication of the RFID-Reader the necessary ports will be passed by your
Firewall > Port 50000 (UDP Protocol/UDP Multicast) and Port 10001 (TCP/IP Proto-
col).

¢) The RFID reader and your PC/Notebook must be in the same IP-Address range (same
Subnet). You can either adjust the IP-Address of your PC/Notebook or you can change
the IP Address of the RFID Reader.

For a direct connection between RFID Reader and your PC/Notebook the first 3 IP ad-
dress values must be identically. The last value of the IP Address must be different. Ex-
ample: (here we are using the default IP-Address of the RFID Reader):

The IP address of your PC/Notebook must be adjusted.

PC/Notebook

RFID Reader

IP-Adress

192.168.10.15

192.168.10.10

Subnetmask

255.255.255.0

255.255.255.0
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Table 1: Example for a common IP-Address range
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3. Network Connection (e. g. in a company network)

Commissioning a RFID Reader inside an existing network (e.g. company network environ-
ment) the following hints should be considered:

a) To get the RFID Reader working properly inside your company network you or your IT
Administrator should take care that Firewalls, managed Ethernet Switches and other
packet filters will pass the UDP-Protocols and TCP/IP-Protocols. Otherwise the RFID
Readers cannot be displayed automatically inside the Software Tools of FEIG
ELECTRONIC (e.g.. myAXXESSManager or FEDiscovery-Tool'). UDP-Multicast-
Packets - Port 50000 (UDP Protocol) and Port 10001 (TCP/IP Protocol) must be
passed inside the networks environment. For correct network settings for your
PC/Notebook you should get in touch with your IT-Administrator or with an IT-Expert.

b) In most company network environments a DHCP-Server is used (DHCP = Dynamic
Host Configuration Protocol). A DHCP Server automatically assigns an IP address to a
connected network device. Inside the configuration of the network device (e.g. inside
the RFID Reader) the feature ,DHCP* must be enabled. In FEIG RFID Readers this fea-
ture is disabled by default. The process of such an automatically assignment of IP ad-
dresses inside a network environment avoids that one and the same IP address will be
assigned twice to network devices, which will cause a collision inside the networks envi-
ronment.

B2 Complete Configuration

Ela HostInterface B LAN
i 7] Serial PortMumber 10001
LAN E Hostname
(1] Hostname Enable r
g ;{::Ealwe Length 12
([ Autonegotiation Name Irul002-feig
-] DataClock B Keepalive
[ OperatingMode Enable v
[ Airlnterface RetransmissionCount 002
g:g ;:;::ﬁg”der IdleTirmne 00001 5
IntervalTime 00005 =
B IPv4
IPAddress 192168397
SubnetiMask 255.255.00
GatewayAddress 13216831
Enable DHCP [v
B Autonegotiation
Disable -
Duplex Half Duplex
Speed 10 MBit

Figure 1: Network-Configuration of aRFID Reader - Parameter for "Enable DHCP" feature.
Shown here by using the software ,ID ISOStart Demo program*

If the ,DHCP" feature is enabled inside the RFID Reader and the DHCP Server inside
the network environment has assigned an IP address for the RFID Reader this IP ad-

1
Am Ende dieses Dokuments finden sie einen Link mit Zugangsdaten, der ihnen zeigt, wo sie die Software herunterladen kénnen.
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dress can be displayed by using the FEDiscovery-Tool’. An alternative possibility to ar-
chive the assigned IP address for a connected network device is to check the DHCP-
Server entries or the routers network environment settings.

c) In general it isn’'t necessary for RFID Readers and PC/Notebooks to be in the same IP
address range (Subnet). For such a special network environment the settings for the
gateway, managed switches and routers must be configured correctly. If you are not
familiar with such kind of settings it is recommended to get in touch with an IT-
Administrator or an IT-Expert.

? At the end of this document you can find Links and access data for the FEIG Download Area
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1. Menu and Dialog for Network Settings

IMPORTANT: For the following process knowledge about operating systems and network
settings are required.

If you want to change the IP address of your PC/Notebook you must open the menu for the
“Network and Sharing Center” in the “Control Panel” of your PC/Notebook.

- Search Control Panel

s .}v| » Control Panel » All Control Panel tems »

Adjust your computer's settings

P Action Center

E Color Management
&= Device Manager

IA Fonts

2 Keyboard

& Parental Controls
Programs and Features
@7 Speech Recognition
5.3) User Accounts

Administrative Tools

Credential Manager

E_ﬁ Devices and Printers

=1 Getting Started

Location and Other Sensors

B Performance Information and Tools
i\f-[:' Recovery

@ Sync Center

a Windows CardSpace

=g AutoPlay

#5 Date and Time

E Display

¥ HomeGroup

F Mouse

",; Personazlization

& Region and Language
1B System

i Windows Defender

@ Backup and Restore
@ Default Programs
@ Ease of Access Center

é, Indexing Options

¥ Metwork and Sharing Center

=] Phone and Modem

% RemoteApp and Desktop Connections
1 Taskbar and Start Menu

ﬂ Windows Firewall

Figure 2: View of Control Panel (Small Icons, Windows 7 OS)

View by: Smallicons ¥

%@4 BitLocker Drive Encryption
@ Desktop Gadgets
Folder Options
Internet Options
2 Notification Area Icons
3 Power Options
& Sound
Troubleshooting
Ej Windows Update
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View your basic network information and set up connections

L&: E x gu See full map

WIN7EN-PC326_VM feig.local Internet
(This computer)

View your active networks Connect or discopnect
feig.local Access type: Mo Internet access
Public network Connections: @ Local Area Connection
r A 4 A
[ Local Area Connection Status = I Local Area Connection Properties ﬂ
m‘ Metworking
M o
Connection Connect using:
IPv4 Connectivity: Mo Internet access l_lﬂ' Intel{R)y PRO/1000 MT MNetwork Cannection
IPvE Connectivity: Mo Internet access br
Media State: Enabled
Duration: 00:16:56 This connection uses the following items:
Speed: 1.0 Gbps lod| 1% Client for Microsoft Networks
=305 Packet Scheduler
gﬁle and Printer Sharing for Microsoft Netwarks

& Intemet Protocol Version & (TCP/1PvE)

Cal 8 intemet Protocol Version 4 (TCP/IPv2) |

Activity

& Link-Layer Topology Discovery Mapper /0 Driver
4. Link-Layer Topology Discavery Responder 4 é

-

Sent —— k'!‘ —— Received
’ Uninstall Properties
Bytes: 2,683 | 16,191

Description
Transmission Control Protocol/Intemet Protocal. The default
[ @Properties ] [ @Disable ] [ Diagnose ] wide area network protocol that provides communication

across diverse interconnected networks.

L J [ ok |[ Cancel

Figure 3: Dialogs for Network settings of your PC/Notebook (Windows 7)

View for Dialog ,Internet Protocol Version 4 (TCP/IPv4)“

:

Internet Protocol Version 4 (TCP/IPv4) Properties

General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

() Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192,168 . 10 . 15
Subnet mask: ps5 . 255,255, 0
Default gateway:

Obtain DNS server address automatically
(@) Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

[ validate settings upon exit

[ oK ][ Cancel ]

Figure 4: Dialog for setting a static IP address for your PC/Notebook ,Internet Protocol Version 4 (TCP/IPv4)*
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Note: You need Administrator-Rights (SuperUser) for changing the IP address of your
PC/Notebook. If you are not familiar with the OS settings or haven’t enough knowledge
about your OS you should get in touch with your IT or an IT expert for further help.

Link to FEIG Website for downloading the necessary Software-Programs, etc.:

Link: https://www.feig.de/downloads/

User: myAXXESS

Password: max_reader

Download link for the “myAXXESS Manager* software (needed for programming the access rights
to your ID MAX.U1002 RFID- Access controller).

Logged in as:

LOGOUT & Clan
[(panish  Clpuch [ English [Ofrench [ClGerman  [italian DSparlish

OBID v
Aooxess Control b
rydoccess Manager b
Software myfoocess Manager b

Demao_Video for myAXXESSManager

myAXKESS_Manager_2_2.mp4 (23 Mb) &

myfocxess Manager
Can be used with 1D MAXS and 1D MAX 02

install-myAXXESS-Manager_v020200.zip (20 Mb) X

Turorial: Problembehebung bei Netzwerkverbindungen
N&0110-0d-1D-B.pdf (500 Kb) &
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Download link for the “FEDiscovery Tool” (helpful to get/change the readers IP-Address)

documents (manuals, mounting instructions, demo programs, SDKs, drivers

Logged in as:

MYaxXxess .
JORE Language of document:

LOGOUT & Clan
[ panish  [Clpuwech [ English [ French [l German  [italian
Please select your categories:
OBID

Auxess Control

myfuxess Manager

Accessories (Zubehdr

-— Please select —

Result list

FEDiscovery Toal
For an easy detection and TCP/IP configuration of Feig Ethemnet davices,

V0.9.0.zip (2 Mb) £

tc.) are shown.

DSpanish

For the 1ISOStart Tool you need the following login information (Tool for Configuration and Com-

munication of RFID-Readers):

Link: https://www.feig.de/downloads/

User: isostart2011
Password: 130511iso

OBID

QBID iscan Dema Program ID 1505tart

Result list

Demo Program |D [SO5tart
Version v10.03.00

ID_IS05tart_2018_V100300_Build20180827.zip (22 Mb) &

1505tart Video Tutorial
|SOStart_Video_Tutorial.zip (33 Mb) &

Licensing agreement ID [505tart
Licensing agreement ISOStart.pdf (24 Kb) &

Manual ID 1505tart
H&0301-e-ID-B.pdf (1 Mb) &

Old version 1505tart 7.5.5

Old version of 1505t 5.5. Must be used for old reader types ID ISCMR/PR/PRH100 and 1D ISC.MOT.

1D 1505¢tart V7.05.05.zip (11 Mb) &

Software Release Note 1505tart
|1505tart_ReleaseMotes.pdf (241 Kb) &

USB Driver iscan reader

USE Driver Pa

ckage for Wind

With new FEUSB.d
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